Policy on Privacy and Security
Risk Management

Purpose

Information Security Classification: Public



Policy on Privacy and Security Risk Management

Risk treatment: The maodification of risk by mitigation, transfer, avoidance or acceptance
of the risk.

Risk treatment plan: The identified process and implementation of options to mitigate, transfer,
avoid or accept a risk.

Policy

CIHI shall establish a Privacy and Security Risk Management (PSRM) Program and associated
processes that

« Ensure privacy and information security risks are properly identified, assessed, treated
and monitored;

* Integrate with CIHI's Corporate Risk Management Program;

e Ensure CIHI meets its legal obligations and regulatory expectations with respect to privacy
and information security; and

e Contribute to CIHI's culture of privacy and security risk awareness.

Roles and responsibilities

1. CIHI's Executive Committee (EC) is responsible for
e Accepting on behalf of the corporation risks that are higher than CIHI’s risk tolerance level.
2. CIHI's Senior Management Committee is responsible for PSRM across CIHI and for

* Providing input on potential additional mitigation strategies for risks that are higher than
CIHI's risk tolerance level prior to bringing risks to EC for acceptance; and

* Reviewing and resolving any escalations from the chief privacy officer (CPO) and/or chief
information security officer (CISO) with respect to privacy and security risk treatment.

3. The Privacy, Confidentiality and Security Committee is responsible for
e Overseeing CIHI's Privacy and Security Risk Register.

4. Senior managers or other identified owners are responsible for PSRM within their area
and for

e Collaborating with the CPO and CISO to identify possible privacy and security risks that
exist or may arise in their area;

e Assisting the CPO and CISO in developing a plan to treat privacy and security risks;
e Monitoring all privacy and security risks applicable to their area; and

e Reporting quarterly to the CPO and CISO on the status of all risk treatment plans within
their area.
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5. The CPO and CISO are responsible for CIHI's PSRM processes and for

* Developing and implementing a PSRM strategy, including but not limited to this policy and
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