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Quick facts about the Continuing 
Care Reporting System 
1.
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2 Background
CCRS is a pan-Canadian database that captures standardized information on continuing care 

services provided by public facilities as well as private facilities contracted by the government 

�W�R���S�U�R�Y�L�G�H���F�D�U�H���W�R���W�K�H���S�X�E�O�L�F�����&�&�5�6���Z�D�V���G�H�Y�H�O�R�S�H�G���W�R���I�X�O�¿�O���D�Q���L�G�H�Q�W�L�¿�H�G���Q�H�H�G���I�R�U���F�R�Q�V�L�V�W�H�Q�W����

comparable data about continuing care services in Canada. Data collection began in 2003. 

CCRS captures the above information from 2 types of facilities:

• Hospitals with continuing care beds, commonly known as extended, auxiliary, chronic 

or complex care beds; and

• Residential care facilities, commonly known as long-term care homes or nursing homes, 

personal care homes or residential facilities.

In some provinces/territories, publicly funded home care programs provide services in assisted 

�R�U���V�X�S�S�R�U�W�L�Y�H���O�L�Y�L�Q�J���H�Q�Y�L�U�R�Q�P�H�Q�W�V���W�K�D�W���G�R���Q�R�W���R�‡�H�U���������K�R�X�U���Q�X�U�V�L�Q�J���F�D�U�H�����7�K�L�V���D�F�W�L�Y�L�W�\���L�V���F�X�U�U�H�Q�W�O�\��

out of scope for CCRS.

Facilities collect data in the process of providing care and then submit data to CCRS. 

Facilities collect data at various points in time before a resident’s discharge from 

the facility, providing CCRS with a picture of the resident’s changes over time.

Data captured by CCRS is used to develop accurate, timely and comparable information 

describing the population of residents receiving continuing care services, the services they 

receive and their outcomes.
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2.1 Data collection
Facilities use a standardized assessment instrument to gather comprehensive clinical 

information from residents. This instrument, the Resident Assessment Instrument–Minimum 

Data Set 2.0 (RAI-MDS 2.0), is developed by interRAI — a collaborative network of 
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3 Privacy analysis
3.1 Privacy and Security Risk 

Management Program
Privacy and security risk management (PSRM) is a formal, repeatable process for identifying, 

assessing, treating and monitoring risks in order to minimize the probability of such risks 

materializing and/or their impact should they occur. In 2015, CIHI approved its Privacy and 

Security Risk Management Framework and implemented the associated Policy on Privacy 

and Security Risk Management�����&�,�+�,�¶�V���F�K�L�H�I���S�U�L�Y�D�F�\���R�ˆ�F�H�U���D�Q�G���F�K�L�H�I���L�Q�I�R�U�P�D�W�L�R�Q���V�H�F�X�U�L�W�\��

�R�ˆ�F�H�U�����L�Q���F�R�O�O�D�E�R�U�D�W�L�R�Q���Z�L�W�K���V�H�Q�L�R�U���P�D�Q�D�J�H�U�V�����D�U�H���U�H�V�S�R�Q�V�L�E�O�H���I�R�U���L�G�H�Q�W�L�I�\�L�Q�J�����D�V�V�H�V�V�L�Q�J����

treating, monitoring and reviewing privacy and security risks. 

�3�U�L�Y�D�F�\���D�Q�G���V�H�F�X�U�L�W�\���U�L�V�N�V���P�D�\���E�H���L�G�H�Q�W�L�¿�H�G���I�U�R�P���D���Y�D�U�L�H�W�\���R�I���V�R�X�U�F�H�V�����L�Q�F�O�X�G�L�Q�J���3�,�$�V����

�I�R�U���H�[�D�P�S�O�H�����2�Q�F�H���L�G�H�Q�W�L�¿�H�G�����U�L�V�N�V���D�U�H���H�Q�W�H�U�H�G���L�Q�W�R���W�K�H���3�U�L�Y�D�F�\���D�Q�G���6�H�F�X�U�L�W�\���5�L�V�N���5�H�J�L�V�W�H�U��

and categorized as high , medium or low , based on the likelihood and impact of a risk event:

• High:  High probability of risk occurring, and/or controls and strategies are not reliable 

�R�U���H�‡�H�F�W�L�Y�H��

• Medium: Medium probability of risk occurring, and/or controls and strategies are 

�V�R�P�H�Z�K�D�W���U�H�O�L�D�E�O�H���R�U���H�‡�H�F�W�L�Y�H�����R�U

• Low: ���/�R�Z���S�U�R�E�D�E�L�O�L�W�\���R�I���U�L�V�N���R�F�F�X�U�U�L�Q�J�����D�Q�G���R�U���U�H�O�L�D�E�O�H�����H�‡�H�F�W�L�Y�H���F�R�Q�W�U�R�O�V���D�Q�G��

strategies exist.

�7�K�H���O�L�N�H�O�L�K�R�R�G���D�Q�G���L�P�S�D�F�W���R�I���W�K�H���L�G�H�Q�W�L�¿�H�G���U�L�V�N���D�U�H���X�V�H�G���W�R���F�U�H�D�W�H���D���U�L�V�N���V�F�R�U�H�����7�K�H���U�L�V�N��

�D�V�V�H�V�V�P�H�Q�W���V�F�R�U�H���R�I���O�R�Z�����P�H�G�L�X�P���R�U���K�L�J�K���G�H�¿�Q�H�V���W�K�H���V�H�U�L�R�X�V�Q�H�V�V���R�I���D���U�L�V�N�����$���K�L�J�K�H�U���U�L�V�N��

ranking indicates a more serious threat and a greater imperative for treatment. Once an 

initial risk treatment is applied, the residual risk (the new calculation of the likelihood and 
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3.2 Authorities governing CCRS data
General
CIHI adheres to its Privacy Policy, 2010 and to any applicable privacy legislation and/or 

legal agreements.

Privacy legislation
�&�,�+�,���L�V���D���V�H�F�R�Q�G�D�U�\���G�D�W�D���F�R�O�O�H�F�W�R�U���R�I���K�H�D�O�W�K���L�Q�I�R�U�P�D�W�L�R�Q�����V�S�H�F�L�¿�F�D�O�O�\���I�R�U���W�K�H���S�O�D�Q�Q�L�Q�J���D�Q�G��

management of the health system, including statistical analysis and reporting. Data providers 

�D�U�H���U�H�V�S�R�Q�V�L�E�O�H���I�R�U���P�H�H�W�L�Q�J���W�K�H���V�W�D�W�X�W�R�U�\���U�H�T�X�L�U�H�P�H�Q�W�V���L�Q���W�K�H�L�U
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3.3 Principle 1: Accountability for personal 
health information

�&�,�+�,�¶�V���S�U�H�V�L�G�H�Q�W���D�Q�G���F�K�L�H�I���H�[�H�F�X�W�L�Y�H���R�ˆ�F�H�U���L�V���D�F�F�R�X�Q�W�D�E�O�H���I�R�U���H�Q�V�X�U�L�Q�J���F�R�P�S�O�L�D�Q�F�H���Z�L�W�K��

CIHI’s Privacy Policy, 2010�����&�,�+�,���K�D�V���D���F�K�L�H�I���S�U�L�Y�D�F�\���R�ˆ�F�H�U���D�Q�G���J�H�Q�H�U�D�O���F�R�X�Q�V�H�O�����D���F�R�U�S�R�U�D�W�H��

�3�U�L�Y�D�F�\�����&�R�Q�¿�G�H�Q�W�L�D�O�L�W�\���D�Q�G���6�H�F�X�U�L�W�\���&�R�P�P�L�W�W�H�H�����D���*�R�Y�H�U�Q�D�Q�F�H���D�Q�G���3�U�L�Y�D�F�\���&�R�P�P�L�W�W�H�H���R�I���L�W�V��

Board of Directors, and an external chief privacy advisor.

Organization and governance
�7�K�H���I�R�O�O�R�Z�L�Q�J���W�D�E�O�H���L�G�H�Q�W�L�¿�H�V���N�H�\���L�Q�W�H�U�Q�D�O���V�H�Q�L�R�U���S�R�V�L�W�L�R�Q�V���Z�L�W�K���U�H�V�S�R�Q�V�L�E�L�O�L�W�L�H�V���I�R�U���&�&�5�6���G�D�W�D��

in terms of privacy and security risk management:

Table Key positions and responsibilities

Position/group Responsibilities

Vice President, Data Strategies and StatisticsResponsible for the overall strategic direction of CCRS

Director, Specialized Care Responsible for the overall operations and strategic business 
decisions of CCRS

Vice President, Data Strategies and Statistics 
Director, Specialized Care

Responsible for overall operations and maintenance of CCRS

Chief Information Security Officer Responsible for the strategic direction and overall 
implementation of CIHI’s Information Security Program

Chief Privacy Officer Responsible for the strategic direction and overall 
implementation of CIHI’s Privacy Program
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3.4 Principle 2: Identifying purposes 
for personal health information

CIHI’s mandate is to deliver comparable and actionable information to accelerate improvements 

in health care, health care systems’ performance, and population health across the continuum 

of care — and this includes producing information about publicly funded continuing care services 

�L�Q���R�U�G�H�U���W�R���V�X�S�S�R�U�W���W�K�H���S�O�D�Q�Q�L�Q�J���D�Q�G���P�D�Q�D�J�H�P�H�Q�W���R�I���W�K�H�V�H���V�H�U�Y�L�F�H�V���L�Q���&�D�Q�D�G�D�����,�Q���R�U�G�H�U���W�R���I�X�O�¿�O��

these goals, CIHI collects the following types of CCRS data for the purposes indicated.

Personal identifiers
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Health facility identifiers
Examples include the names/codes of the facility that provides continuing care to the 

individual. CIHI uses this information to compare facilities and groups of facilities.

Free (open) text fields
Fields are designed to permit the collection of unstructured data. For example, special 

�S�U�R�M�H�F�W���¿�H�O�G�V���P�D�\���S�H�U�P�L�W���W�K�H���F�D�S�W�X�U�H���R�I���L�Q�I�R�U�P�D�W�L�R�Q���Q�H�F�H�V�V�D�U�\���W�R���V�X�S�S�R�U�W���D���S�U�R�M�H�F�W���W�K�D�W���&�,�+�,����

�W�K�H���S�U�R�Y�L�Q�F�H�V���W�H�U�U�L�W�R�U�L�H�V�����R�U���K�H�D�O�W�K���F�D�U�H���I�D�F�L�O�L�W�L�H�V���G�H�F�L�G�H���W�R���X�Q�G�H�U�W�D�N�H�����)�U�H�H���W�H�[�W���¿�H�O�G�V���D�U�H���Q�R�W��

intended to contain personal health information; CIHI regularly evaluates the risk of a facility 

�H�Q�W�H�U�L�Q�J���S�H�U�V�R�Q�D�O���K�H�D�O�W�K���L�Q�I�R�U�P�D�W�L�R�Q�����H���J�������K�H�D�O�W�K���F�D�U�H���Q�X�P�E�H�U�����Q�D�P�H�����L�Q�W�R���D���I�U�H�H���W�H�[�W���¿�H�O�G���D�Q�G��

�W�D�N�H�V���V�W�H�S�V���W�R���D�G�G�U�H�V�V���W�K�L�V���U�L�V�N�����H���J�������F�K�H�F�N�L�Q�J���W�K�H�V�H���¿�H�O�G�V���I�R�U���S�H�U�V�R�Q�D�O���K�H�D�O�W�K���L�Q�I�R�U�P�D�W�L�R�Q���D�Q�G��

�U�H�V�W�U�L�F�W�L�Q�J���L�Q�W�H�U�Q�D�O���D�Q�G���H�[�W�H�U�Q�D�O���D�F�F�H�V�V���W�R���V�X�F�K���¿�H�O�G�V�������5�L�V�N�V���D�V�V�R�F�L�D�W�H�G���Z�L�W�K���I�U�H�H���W�H�[�W���¿�H�O�G�V��

are currently being evaluated using CIHI’s Privacy and Security Risk Management Program, 

discussed in Section 3.1.

3.5 Principle 3: Consent for the 
collection, use or disclosure 
of personal health information

CIHI is a secondary collector of data and does not have direct contact with patients. 
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3.7 Principle 5: Limiting use, disclosure and 
retention of personal health information

Limiting use

Clients

CIHI limits the use of CCRS data to authorized purposes, as described in sections 2.1 

�D�Q�G�����������D�E�R�Y�H�����7�K�H�V�H���L�Q�F�O�X�G�H���F�R�P�S�D�U�D�W�L�Y�H���D�Q�D�O�\�V�H�V���Z�L�W�K�L�Q���D�Q�G���D�P�R�Q�J���M�X�U�L�V�G�L�F�W�L�R�Q�V�����W�U�H�Q�G��

�D�Q�D�O�\�V�H�V���W�R���D�V�V�H�V�V���P�R�Q�L�W�R�U���W�K�H���L�P�S�D�F�W���R�I���G�L�‡�H�U�H�Q�F�H�V���L�Q���S�R�O�L�F�\�����S�U�D�F�W�L�F�H�V���D�Q�G���V�H�U�Y�L�F�H���G�H�O�L�Y�H�U�\����

and production of statistics to support planning, management and quality improvement.

CIHI staff

�&�,�+�,���V�W�D�‡���D�U�H���S�H�U�P�L�W�W�H�G���W�R���D�F�F�H�V�V���D�Q�G���X�V�H���G�D�W�D���R�Q���D���Q�H�H�G���W�R���N�Q�R�Z���E�D�V�L�V���R�Q�O�\�����L�Q�F�O�X�G�L�Q�J���I�R�U��

�G�D�W�D���S�U�R�F�H�V�V�L�Q�J���D�Q�G���T�X�D�O�L�W�\���P�D�Q�D�J�H�P�H�Q�W�����S�U�R�G�X�F�L�Q�J���V�W�D�W�L�V�W�L�F�V���D�Q�G���G�D�W�D���¿�O�H�V�����D�Q�G���F�R�Q�G�X�F�W�L�Q�J��

�D�Q�D�O�\�V�H�V�����$�O�O���&�,�+�,���V�W�D�‡���D�U�H���U�H�T�X�L�U�H�G���W�R���V�L�J�Q���D���F�R�Q�¿�G�H�Q�W�L�D�O�L�W�\���D�J�U�H�H�P�H�Q�W���D�W���W�K�H���F�R�P�P�H�Q�F�H�P�H�Q�W��

of employment, and they are subsequently required to renew their commitment to privacy yearly.

�6�W�D�‡���D�F�F�H�V�V���W�R���W�K�H���6�$�6���D�Q�D�O�\�W�L�F�D�O���H�Q�Y�L�U�R�Q�P�H�Q�W���L�V���S�U�R�Y�L�G�H�G���W�K�U�R�X�J�K���&�,�+�,�¶�V���F�H�Q�W�U�D�O�L�]�H�G���6�$�6��

Data Access process managed through CIHI’s Service Desk. This environment is a separate, 

�V�H�F�X�U�H���V�S�D�F�H���I�R�U���D�Q�D�O�\�W�L�F�D�O���G�D�W�D���¿�O�H�V�����L�Q�F�O�X�G�L�Q�J���J�H�Q�H�U�D�O���X�V�H���G�D�W�D���¿�O�H�V�����Z�K�H�U�H���V�W�D�‡���D�U�H���U�H�T�X�L�U�H�G��

to conduct and store the outputs from their analytical work. 



15

Continuing Care Reporting System Privacy Impact Assessment, June 2022

Data linkage
Data linkages are performed between the CCRS data and other CIHI data sources. While this 

�S�R�W�H�Q�W�L�D�O�O�\���F�D�X�V�H�V���J�U�H�D�W�H�U���U�L�V�N���R�I���L�G�H�Q�W�L�¿�F�D�W�L�R�Q���R�I���D�Q���L�Q�G�L�Y�L�G�X�D�O�����&�,�+�,���X�Q�G�H�U�W�D�N�H�V���P�L�W�L�J�D�W�L�Q�J��

�V�W�H�S�V���W�R���U�H�G�X�F�H���W�K�H���U�L�V�N�V�����H���J�������E�\���U�H�P�R�Y�L�Q�J���S�D�W�L�H�Q�W���L�G�H�Q�W�L�¿�H�U�V���D�Q�G���D�V�V�L�J�Q�L�Q�J���P�H�D�Q�L�Q�J�O�H�V�V��

transaction numbers).

Sections 14 to 31 of CIHI’s Privacy Policy, 2010 govern the linkage of records of personal 
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Limiting disclosure
CIHI provides comparative CCRS eReports to all data providers on a quarterly basis. These 

�U�H�S�R�U�W�V���S�U�R�Y�L�G�H���D�J�J�U�H�J�D�W�H�G���I�D�F�L�O�L�W�\���L�G�H�Q�W�L�¿�D�E�O�H���G�D�W�D���W�R���H�Q�D�E�O�H���G�D�W�D���S�U�R�Y�L�G�H�U�V���W�R���D�Q�D�O�\�]�H���W�K�H�L�U��

data over time and compare themselves with other similar service providers. Facilities also 

receive quarterly case-mix reports, including a report containing personal health information 

�V�S�H�F�L�¿�F���W�R���W�K�H���I�D�F�L�O�L�W�\�¶�V���R�Z�Q���G�D�W�D���V�X�E�P�L�V�V�L�R�Q�V��

Before being provided with access to CCRS eReports, organizations must sign CIHI’s 

Electronic Reporting Services Agreement which, among other things,

•
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Agreement with interRAI
CIHI signed a licence agreement with interRAI, a network of researchers and practitioners 

committed to improving care for persons who are disabled or medically complex. This licence 

grants CIHI an exclusive right to use interRAI’s assessment instrument in Canada for the 

purposes of national statistical reporting. The licence agreement also commits CIHI to supply 

�L�Q�W�H�U�5�$�,���Z�L�W�K���D�Q���D�Q�Q�X�D�O���F�R�S�\�����L�Q���G�H���L�G�H�Q�W�L�¿�H�G���I�R�U�P�����R�I���W�K�H���G�D�W�D���F�R�O�O�H�F�W�H�G���X�V�L�Q�J���W�K�H���L�Q�W�H�U�5�$�,��

assessment instrument — including data submitted to CCRS. Accordingly, CIHI provides 

�L�Q�W�H�U�5�$�,���Z�L�W�K���G�H���L�G�H�Q�W�L�¿�H�G���G�D�W�D���I�U�R�P���&�&�5�6���X�Q�G�H�U���D���G�D�W�D���V�K�D�U�L�Q�J���D�J�U�H�H�P�H�Q�W�����Z�K�L�F�K���H�V�W�D�E�O�L�V�K�H�V��

the purposes for which interRAI may use the data (e.g., to develop assessment forms), along 

with interRAI’s responsibilities to protect the data.

Public release
As part of its mandate, CIHI publicly releases aggregated data only in a manner designed 

�W�R���P�L�Q�L�P�L�]�H���D�Q�\���U�L�V�N���R�I���U�H���L�G�H�Q�W�L�¿�F�D�W�L�R�Q���D�Q�G���U�H�V�L�G�X�D�O���G�L�V�F�O�R�V�X�U�H�����7�K�L�V���J�H�Q�H�U�D�O�O�\���U�H�T�X�L�U�H�V��

a minimum of 5 observations per cell in accordance with Section 33 of CIHI’s Privacy 

Policy, 2010. Aggregated statistics and analyses are made available in publications 

and on CIHI’s website.

Limiting retention
CCRS forms part of CIHI’s data holdings and, consistent with its mandate and core functions, 

�&�,�+�,���U�H�W�D�L�Q�V���V�X�F�K���L�Q�I�R�U�P�D�W�L�R�Q���I�R�U���D�V���O�R�Q�J���D�V���Q�H�F�H�V�V�D�U�\���W�R���P�H�H�W���W�K�H���L�G�H�Q�W�L�¿�H�G���S�X�U�S�R�V�H�V��

3.8 Principle 6: Accuracy of personal 
health information

CIHI has a comprehensive data quality program. Any known data quality issues will 

be addressed by the data provider or documented in data limitations documentation, 

which CIHI makes available to all users. 

�6�L�P�L�O�D�U���W�R���R�W�K�H�U���&�,�+�,���G�D�W�D���K�R�O�G�L�Q�J�V�����&�&�5�6���L�V���V�X�E�M�H�F�W���W�R���D���G�D�W�D���T�X�D�O�L�W�\���D�V�V�H�V�V�P�H�Q�W���R�Q���D��

regular basis, based on CIHI’s Information Quality Framework. The process of completing 

the framework includes numerous activities to assess the various dimensions of quality, 

including the accuracy of CCRS data.
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3.9 Principle 7: Safeguards for personal 
health information

CIHI’s Privacy and Security Framework
CIHI has developed a Privacy and Security Framework to provide a comprehensive approach 

to enterprise privacy and security management. Based on best practices from across the 

public, private and health sectors, the framework is designed to coordinate CIHI’s privacy 

and security policies and to provide an integrated view of the organization’s information 

management practices. Key aspects of CIHI’s system security with respect to CCRS data 

are highlighted below.

System security
CIHI recognizes that information is secure only if it is secure throughout its entire life cycle: 

creation and collection, access, retention and storage, use, disclosure and destruction. 

Accordingly, CIHI has a comprehensive suite of policies that specify the necessary controls 

for the protection of information in both physical and electronic formats, up to and including 

robust encryption and secure destruction. This suite of policies and the associated standards, 

�J�X�L�G�H�O�L�Q�H�V���D�Q�G���R�S�H�U�D�W�L�Q�J���S�U�R�F�H�G�X�U�H�V���U�H�À�H�F�W���E�H�V�W���S�U�D�F�W�L�F�H�V���L�Q���S�U�L�Y�D�F�\�����L�Q�I�R�U�P�D�W�L�R�Q���V�H�F�X�U�L�W�\���D�Q�G��

�U�H�F�R�U�G�V���P�D�Q�D�J�H�P�H�Q�W���I�R�U���W�K�H���S�U�R�W�H�F�W�L�R�Q���R�I���W�K�H���F�R�Q�¿�G�H�Q�W�L�D�O�L�W�\�����L�Q�W�H�J�U�L�W�\���D�Q�G���D�Y�D�L�O�D�E�L�O�L�W�\���R�I���&�,�+�,�¶�V��

information assets.

System control and audit logs are an integral component of CIHI’s Information Security 

Program. CIHI’s system control and audit logs are immutable. Analysis at CIHI is generally 

�F�R�Q�G�X�F�W�H�G���Z�L�W�K���W�K�H���X�V�H���R�I���G�H���L�G�H�Q�W�L�¿�H�G���U�H�F�R�U�G���O�H�Y�H�O���G�D�W�D�����Z�K�H�U�H���W�K�H���K�H�D�O�W�K���F�D�U�H���Q�X�P�E�H�U���K�D�V��

�E�H�H�Q���U�H�P�R�Y�H�G���R�U���H�Q�F�U�\�S�W�H�G���X�S�R�Q���¿�U�V�W���U�H�F�H�L�S�W�����,�Q���H�[�F�H�S�W�L�R�Q�D�O���L�Q�V�W�D�Q�F�H�V�����V�W�D�‡���Z�L�O�O���U�H�T�X�L�U�H��

access to original health care numbers. CIHI’s internal Privacy Policy and Procedures, 2010 

sets out strict controls to ensure that access is approved at the appropriate level and in the 

appropriate circumstances and that the principle of data minimization is adhered to at all 

times. CIHI logs access to data as follows:

• 
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Appendix
Text alternative for figure
�)�L�J�X�U�H�����&�&�5�6���G�D�W�D���À�R�Z

�&�&�5�6���G�D�W�D���À�R�Z�V���D�U�H���D�V���I�R�O�O�R�Z�V��

1. �7�K�H���I�D�F�L�O�L�W�\���V�X�E�P�L�W�V���U�H�F�R�U�G�V���W�R���&�&�5�6�����,�Q���V�R�P�H���F�D�V�H�V�����W�K�H���U�H�F�R�U�G�V���À�R�Z���Y�L�D���D���P�L�Q�L�V�W�U�\��

2. CCRS makes available submission reports to help the facility correct errors in the records 

(e.g., missing data elements).

3. A copy of the records as accepted by CCRS, as well as certain reports that include personal 

health information, are available to the facility and the ministry.

4. Via CCRS eReports, CIHI provides record-level and aggregate data to facilities that submit 

data to CCRS and to the ministry. CIHI provides aggregate data to health authorities.

5. �&�&�5�6���G�L�V�F�O�R�V�H�V���G�H���L�G�H�Q�W�L�¿�H�G���U�H�F�R�U�G���O�H�Y�H�O���D�Q�G���D�J�J�U�H�J�D�W�H���G�D�W�D���W�R���W�K�L�U�G���S�D�U�W�\���G�D�W�D���U�H�T�X�H�V�W�R�U�V��

6. CCRS releases aggregate data to the public.






