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Quick facts about CJRR
1.	 The Canadian Joint Replacement Registry (CJRR), maintained by the Canadian Institute 

https://www.cihi.ca/sites/default/files/document/cad-pia-2019-en-web.pdf
https://www.cihi.ca/sites/default/files/document/cad-pia-2019-en-web.pdf
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1 	 Introduction
The Canadian Institute for Health Information (CIHI) collects and analyzes information 
on health and health care in Canada. Its mandate is to deliver comparable and actionable 
information to accelerate improvements in health care, health system performance and 
population health across the continuum of care. CIHI obtains data from hospitals and 
other health care facilities, long-term care homes, regional health authorities, medical 
practitioners and governments. This data includes information about health services 
provided to individuals, the health professionals who provide those services and the 
cost of the health services.

The purpose of this privacy impact assessment (PIA) is to examine the privacy, conýdentiality 
and security risks associated with the Canadian Joint Replacement Registry (CJRR). This 
PIA replaces the 2017 version. It includes both a review of the 10 privacy principles set out in 
the Canadian Standards Association’s Model Code for the Protection of Personal Information 
and how the principles apply to CJRR. It also looks at the application of CIHI’s Privacy and 
Security Risk Management Framework.

The primary driver for this PIA is compliance with CIHI’s Privacy Impact Assessment Policy.

Major changes since the 2017 PIA include

•	Transitioning CJRR data submission from surgeons to health facilities, regional 
health authorities, provincial registries or ministries of health; and

•	Decommissioning the CJRR web-based tool. Data providers can submit via electronic 
ýles to CJRR or CIHIôs Discharge Abstract Database (DAD).

Note: This PIA does not cover privacy, conýdentiality and security risks associated with 
the DAD. That information can be found in the Clinical Administrative Databases PIA on 
CIHI’s website. 
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CJRR data that is captured in local hospital or vendor-based information systems is submitted 
to CIHI in the form of þat ASCII ýles directly from

•	Facilities; 

•	Vendors on behalf of facilities; 

•	The relevant health authority; 

•	A provincial registry; or 

•	The ministry of health accountable for the facility/facilities.

Access to CIHIôs secure applications is subject to CIHIôs role-based access management 
process, which is managed by CIHI’s Client Engagement and Support (CES) department. 
CES manages access to CIHI’s secure applications using established access management 
system (AMS) processes for granting and revoking access. 

Once authenticated through CIHI’s AMS, CJRR data providers can log in on CIHI’s website, 
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Once data has been successfully submitted, processed and stored in CJRR, sta  are able 
to access the data through CIHI’s SAS analytical environment, which is managed through 
a centralized SAS data access process in alignment with CIHI’s policies for data access.

Data flows
All CJRR data þows in and out of CIHI through a secure web-based application 
(see the ýgure). 

Figure 	� Overview of CJRR data flows
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Note
* 	 Some provinces submit CJRR data through the DAD. Please refer to the Clinical Administrative Databases PIA 

for more information.
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3 	 Privacy analysis

3.1 	 Privacy and Security Risk 
Management Program

Privacy and security risk management is a formal, repeatable process for identifying, 

assessing, treating and monitoring risks in order to minimize the probability of such risks 

�P�D�W�H�U�L�D�O�L�]�L�Q�J���D�Q�G���R�U���W�K�H�L�U���L�P�S�D�F�W���V�K�R�X�O�G���W�K�H�\���R�F�F�X�U�����,�Q���������������&�,�+�,���D�S�S�U�R�Y�H�G���L�W�V��Privacy and 

Security Risk Management Framework and implemented the associated Policy on Privacy 

and Security Risk Management. �&�,�+�,�¶�V���F�K�L�H�I���S�U�L�Y�D�F�\���R�ˆ�F�H�U���D�Q�G���F�K�L�H�I���L�Q�I�R�U�P�D�W�L�R�Q���V�H�F�X�U�L�W�\��

�R�ˆ�F�H�U�����L�Q���F�R�O�O�D�E�R�U�D�W�L�R�Q���Z�L�W�K���V�H�Q�L�R�U���P�D�Q�D�J�H�U�V�����D�U�H���U�H�V�S�R�Q�V�L�E�O�H���I�R�U���L�G�H�Q�W�L�I�\�L�Q�J�����D�V�V�H�V�V�L�Q�J����

treating, monitoring and reviewing privacy and security risks. 

�3�U�L�Y�D�F�\���D�Q�G���V�H�F�X�U�L�W�\���U�L�V�N�V���P�D�\���E�H���L�G�H�Q�W�L�¿�H�G���I�U�R�P���D���Y�D�U�L�H�W�\���R�I���V�R�X�U�F�H�V�����L�Q�F�O�X�G�L�Q�J���3�,�$�V�����2�Q�F�H��

�L�G�H�Q�W�L�¿�H�G�����U�L�V�N�V���D�U�H���H�Q�W�H�U�H�G���L�Q�W�R���W�K�H���3�U�L�Y�D�F�\���D�Q�G���6�H�F�X�U�L�W�\���5�L�V�N���5�H�J�L�V�W�H�U���D�Q�G���F�D�W�H�J�R�U�L�]�H�G���D�V��

high , medium or low , based on the likelihood and impact of a risk event:

•	High:���+�L�J�K���S�U�R�E�D�E�L�O�L�W�\���R�I���U�L�V�N���R�F�F�X�U�U�L�Q�J�����D�Q�G���R�U���F�R�Q�W�U�R�O�V���D�Q�G���V�W�U�D�W�H�J�L�H�V���D�U�H���Q�R�W���U�H�O�L�D�E�O�H��

�R�U���H�‡�H�F�W�L�Y�H��

•	Medium:���0�H�G�L�X�P���S�U�R�E�D�E�L�O�L�W�\���R�I���U�L�V�N���R�F�F�X�U�U�L�Q�J�����D�Q�G���R�U���F�R�Q�W�U�R�O�V���D�Q�G���V�W�U�D�W�H�J�L�H�V���D�U�H���V�R�P�H�Z�K�D�W��

�U�H�O�L�D�E�O�H���R�U���H�‡�H�F�W�L�Y�H�����R�U

•	Low: ���/�R�Z���S�U�R�E�D�E�L�O�L�W�\���R�I���U�L�V�N���R�F�F�X�U�U�L�Q�J�����D�Q�G���R�U���U�H�O�L�D�E�O�H�����H�‡�H�F�W�L�Y�H���F�R�Q�W�U�R�O�V���D�Q�G��

strategies exist.

�7�K�H���O�L�N�H�O�L�K�R�R�G���D�Q�G���L�P�S�D�F�W���R�I���W�K�H���L�G�H�Q�W�L�¿�H�G���U�L�V�N���D�U�H���X�V�H�G���W�R���F�U�H�D�W�H���D���U�L�V�N���V�F�R�U�H�����7�K�H���U�L�V�N��

�D�V�V�H�V�V�P�H�Q�W���V�F�R�U�H���R�I���O�R�Z�����P�H�G�L�X�P���R�U���K�L�J�K���G�H�¿�Q�H�V���W�K�H���V�H�U�L�R�X�V�Q�H�V�V���R�I���D���U�L�V�N�����$���K�L�J�K�H�U���U�L�V�N��

ranking indicates a more serious threat and a greater imperative for treatment. Once an initial 

risk treatment is applied, the residual risk (the new calculation of the likelihood and impact of 

the risk, given the treatment) is assessed and compared against CIHI’s privacy and security 

risk tolerance statement, which indicates that CIHI’s privacy and security risk tolerance is 

low. If the risk score for the residual risk is still greater than low, additional risk treatment is 

�Q�H�F�H�V�V�D�U�\���X�Q�W�L�O���W�K�H���U�L�V�N���L�V���O�R�Z���R�U���W�K�H���X�Q�W�U�H�D�W�H�G���U�H�V�L�G�X�D�O���U�L�V�N���L�V���D�F�F�H�S�W�H�G���E�\���&�,�+�,�¶�V���(�[�H�F�X�W�L�Y�H��

Committee on behalf of the corporation.
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3.2 	 Authorities governing CJRR data
General
CIHI adheres to its Privacy Policy, 2010 and to any applicable privacy legislation 
and/or legal agreements.

Privacy legislation
CIHI is a secondary data collector of health information, speciýcally for the planning and 
management of the health system, including statistical analysis and reporting. Data providers 
are responsible for meeting the statutory requirements in their respective jurisdictions, where 
applicable, at the time the data is collected.

The following provinces and territories have enacted health informationïspeciýc privacy 
legislation: Newfoundland and Labrador, Prince Edward Island, Nova Scotia, New Brunswick, 
Ontario, Manitoba, Saskatchewan, Alberta, Yukon and the Northwest Territories. Health 
informationïspeciýc privacy legislation authorizes facilities to disclose personal health 
information without patient consent for the purposes of health system use, provided that 
certain requirements are met. For example, CIHI is recognized as a prescribed entity under 
the Personal Health Information Protection Act of Ontario, so health information custodians 
in Ontario may disclose personal health information to CIHI without patient consent pursuant 
to Section 29 as permitted by Section 45(1) of the act.

In provinces and territories that do not currently have health informationïspeciýc privacy 
legislation in place, facilities are governed by public-sector legislation. This legislation 
authorizes facilities to disclose personal information for statistical purposes, without 
an individual’s consent.
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3.3 	 Principle 1: Accountability for personal 
health information

CIHIôs president and chief executive o cer is accountable for ensuring compliance with CIHIôs 
Privacy Policy, 2010
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Position/group Roles/responsibilities
Program lead, CJRR The program lead coordinates operational and analytical activities related to the 

functioning of CJRR and serves as the main day-to-day contact for stakeholders. 
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Other sensitive variables

•	Gender is collected to identify gender di erences in patient outcomes. 

•	Chart number may be used to identify patients and procedures and for follow-up with 
hospitals on data quality–related issues. 

•	Diagnosis and surgical details are used to describe the patient population and 
to conduct analyses to help inform health service performance questions, such 
as relationships between diagnoses and surgical details and outcomes, and their 
relationships to the types of prostheses used.

Only information relevant to the goals of CJRR is gathered. The CJRR Minimum Data Set 
Manual lists data elements and describes their purpose. This document is revised yearly and 
is publicly available on CIHI’s website.

3.5 	 Principle 3: Consent for the collection, 
use or disclosure of personal 
health information

CIHI is a secondary collector of data and does not have direct contact with patients. CIHI 
relies on data providers to abide by and meet their data collection, use and disclosure 
rules and responsibilities, including those related to consent and notiýcation, as outlined 
in jurisdiction-applicable laws, regulations and policies.

3.6 	 Principle 4: Limiting collection of 
personal health information

CIHI is committed to the principle of data minimization. Under sections 1 and 2 of CIHI’s 
Privacy Policy, 2010, CIHI collects from data providers only the information that is reasonably 
required for health system uses, including statistical analysis and reporting, in support of the 
management, evaluation or monitoring of health care systems.

In accordance with this principle, CJRR collects only the information necessary to achieve the 
goals and purposes of CJRR, as outlined in Section 3.4.

The CJRR Minimum Data Set implemented on April 1, 2012, was developed in consultation 
with the CJRR Advisory Committee and in accordance with the standards recommended by 
International Society of Arthroplasty Registries (ISAR). 

As of 2018–2019, CJRR hip and knee prosthesis data can be submitted to either the DAD 
or CJRR. Patient name is not collected in the DAD, so as of 2021–2022, CJRR will stop 
collecting patient name as well. Access to historical CJRR data containing patient names 
is governed by Section 10 of CIHI’s Privacy Policy and Procedures, 2010.

https://www.cihi.ca/sites/default/files/document/cjrr-minimum-data-set-manual-2019-en.pdf
https://www.cihi.ca/sites/default/files/document/cjrr-minimum-data-set-manual-2019-en.pdf
https://www.cihi.ca/sites/default/files/document/privacy-policy-en.pdf


16

Canadian Joint Replacement Registry Privacy Impact Assessment, March 2021

3.7 	 Principle 5: Limiting use, disclosure and 
retention of personal health information

Limiting use
Clients

CIHI limits the use of CJRR data to authorized purposes, as described in Section 3.4. 
These include comparative analyses within and among jurisdictions; trend analyses to 
assess/monitor the impact of di erences in policy, practices and service delivery; and 
production of statistics to support planning, management and quality improvement.

CIHI

CIHI sta  are permitted to access and use data on a ne e da,
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Data linkage
Data linkages are performed between the CJRR data and other CIHI data sources, particularly 
the DAD and the National Ambulatory Care Reporting System. While this potentially causes 
greater risk of identiýcation of an individual, CIHI undertakes mitigating steps to reduce 
the risks. 

Sections 14 to 31 of CIHI’s Privacy Policy, 2010 govern linkage of records of personal health 
information. Pursuant to this policy, CIHI permits the linkage of personal health information 
under certain circumstances. Data linkage within a single data holding for CIHI’s own 
purposes is generally permitted. Data linkage across data holdings for CIHI’s own purposes 
and all third-party requests for data linkage are subject to an internal review and approval 
process. When carrying out data linkages, CIHI will generally do so using consistently 
encrypted health care numbers. The linked data remains subject to the use and disclosure 
provisions in the Privacy Policy, 2010.

Criteria for approval of data linkages are set out in sections 23 and 24 of CIHI’s Privacy Policy, 
2010, as follows:

Section 23 	 The individuals whose personal health information is used for data linkage 
have consented to the data linkage; or

Section 24 	 All of the following criteria are met:

a)	 The purpose of the data linkage is consistent with CIHI’s mandate;

b)	 The public beneýts of the linkage signiýcantly o set any risks to the privacy 
of individuals;

c)	 The results of the data linkage will not be used for any purpose 
that would be detrimental to the individuals that the personal health 
information concerns;

d)	 The data linkage is for a time-limited speciýc project and the linked 
data will be subsequently destroyed in a manner consistent with 
sections 28 and 29; or 

e)	 The data linkage is for purposes of an approved CIHI ongoing program of 
work where the linked data will be retained for as long as necessary to meet 
the identiýed purposes and, when no longer required, will be destroyed in a 
manner consistent with sections 28 and 29; and

f)	 The data linkage has demonstrable savings over other alternatives or is the 
only practical alternative.

https://www.cihi.ca/sites/default/files/document/privacy-policy-en.pdf
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Client linkage standard

In 2015, CIHI implemented a corporate-wide client linkage standard to be used for the 
linkage of records created in 2010–2011 or later, where the records include the following data 
elements: encrypted health care number, and the province/territory that issued the health care 
number. For the linkage of records that do not satisfy these criteria, the linkage mechanism is 
determined on a case-by-case basis.

Destruction of linked data

Section 28 of CIHI’s Privacy Policy, 2010 sets out the requirement that CIHI will destroy 
personal health information and de-identiýed data in a secure manner, using destruction 
methodologies appropriate to the format, medium or device such that reconstruction is not 
reasonably foreseeable.

Section 29 of CIHI’s Privacy Policy, 2010 further requires that for time-limited speciýc projects, 
the secure destruction of linked data will occur within 1 year after publication of the resulting 
analysis, or 3 years after the linkage, whichever is sooner, in a manner consistent with 
CIHI’s Secure Destruction Standard. For linked data resulting from an ongoing program 
of work, secure destruction will occur when the linked data is no longer required to meet 
the identiýed purposes, in a manner consistent with CIHIôs Secure Destruction Standard. 
These requirements apply to data linkages both for CIHI’s own purposes and for third-party 
data requests.

Return of own data
When ministries of health request own data cuts, they are usually provided in SAS format; 

https://www.cihi.ca/sites/default/files/document/privacy-policy-en.pdf
https://www.cihi.ca/sites/default/files/document/privacy-policy-en.pdf
https://www.cihi.ca/sites/default/files/document/privacy-policy-en.pdf
https://www.cihi.ca/sites/default/files/document/privacy-policy-en.pdf
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Third-party data requests

Customized record-level and/or aggregated data from CJRR may be requested by a variety 
of third parties.

CIHI administers the Third-Party Data Request Program, which establishes privacy and 
security controls that must be met by the recipient organization. Furthermore, as set out 
in sections 37 to 57 of CIHI’s Privacy Policy, 2010, CIHI discloses health information in a 
manner consistent with its mandate and core functions, and CIHI data disclosures are made 
at the highest degree of anonymity possible while still meeting

https://www.cihi.ca/sites/default/files/document/privacy-policy-en.pdf
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In addition to the ongoing compliance monitoring process, whereby all data sets that are 
disclosed to third-party data recipients are tracked and monitored for secure destruction at 
the end of their life cycle, PLS contacts third-party data recipients annually to certify that 
they continue to comply with their obligations as set out in the data request form and data 
protection agreement signed with CIHI.

Public release
As part of its mandate, CIHI publicly releases aggregated data only in a manner designed 
to minimize any risk of re-identiýcation and residual disclosure. This generally requires 
a minimum of 5 observations per cell in accordance with Section 33 of CIHI’s Privacy 
Policy, 2010. Aggregated statistics and analyses are made available in publications and 
on CIHI’s website.

Limiting retention
CJRR forms part of CIHI’s data holdings and, consistent with its mandate and core functions, 
CIHI retains such information for as long as necessary to meet the identiýed purposes.

The collection of CJRR data began in 2001. Paper forms were the original method of 
submitting CJRR data; however, this practice stopped for procedures performed on or after 
April 

https://www.cihi.ca/sites/default/files/document/privacy-policy-en.pdf
https://www.cihi.ca/sites/default/files/document/privacy-policy-en.pdf
https://www.cihi.ca/en
https://www.cihi.ca/sites/default/files/document/iqf-summary-july-26-2017-en-web_0.pdf


https://www.cihi.ca/sites/default/files/document/privacy-and-security-framework-en.pdf
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CIHIôs employees are made aware of the importance of maintaining the conýdentiality of 
personal health information and other sensitive information through the mandatory Privacy 
and Security Training Program and through ongoing communications about CIHI’s privacy and 
security policies and procedures. Employees attempting to access a CIHI information system 
must conýrm, prior to each logon attempt, their understanding that they may not access or 
use the computer system without CIHI’s express prior authority or in excess of that authority.

CIHI is committed to safeguarding its information technology ecosystem, securing its data 
holdings and protecting information with administrative, physical and technical security 
safeguards appropriate to the sensitivity of the information. Audits are an important 
component of CIHI’s overall Information Security Program; they are intended to ensure that 
best practices are being followed and to assess compliance with all information security 
policies, procedures and practices implemented by CIHI. Audits are used to assess, among 
other things, the technical compliance of information-processing systems with best practices 
and published architectural and security standards; CIHI’s ability to safeguard its information 
and information-processing systems against threats and vulnerabilities; and the overall 
security posture of CIHIôs technical infrastructure, including networks, servers, ýrewalls, 
software and applications.

An important component of CIHI’s Audit Program is regular third-party vulnerability 
assessments and penetration tests of its infrastructure and selected applications. All 
recommendations resulting from third-party audits are tracked in the Corporate Action 
Plan Master Log of Recommendations, and action is taken accordingly.

3.10 	Principle 8: Openness about 
the management of personal 
health information

CIHI makes information available about its privacy policies, data practices and programs 
relating to the management of personal health information. Speciýcally, CIHIôs Privacy and 
Security Framework and Privacy Policy, 2010 are available to the public on its corporate 
website (cihi.ca).

https://www.cihi.ca/sites/default/files/document/privacy-and-security-framework-en.pdf
https://www.cihi.ca/sites/default/files/document/privacy-and-security-framework-en.pdf
https://www.cihi.ca/sites/default/files/document/privacy-policy-en.pdf
http://www.cihi.ca/
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3.11 	Principle 9: Individual access to, 
and amendment of, personal 
health information

Personal health information held by CIHI is not used by CIHI to make any administrative or 
personal decisions a ecting individuals. Requests from individuals seeking access to their 
personal health information will be processed in accordance with sections 60 to 63 of CIHI’s 
Privacy Policy, 2010.

3.12 	Principle 10: Complaints about CIHI’s 
handling of personal health information

As set out in sections 64 and 65 of CIHI’s Privacy Policy, 2010, questions, concerns or 
complaints about CIHIôs handling of information are investigated by the chief privacy o cer, 
who may direct an inquiry or complaint to the privacy commissioner of the jurisdiction of the 
person making the inquiry or complaint.

4 	 Conclusion
CIHI’s assessment of CJRR did not identify any privacy or security risks.

This PIA will be updated or renewed in compliance with CIHI’s Privacy Impact 
Assessment Policy.

Reference
1.	 Canadian Institute for Health Information. Hip and Knee Replacements 

in Canada: CJRR Annual Statistics Summary, 2018–2019. 2020. 
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